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OBLLEOBPA3OBATEN
bHOE YYPEXIOEHWE N
VILIEM Ne 11 UMEHW BAY
ECINABA BITAOIMMUPO
BMYA PACCOXMHA

NucTpykums 115 00y4aommXxcs mo odecnevyeHnio HHGOpManuoOHHOH
0€e30MacCHOCTH NPHU UCNO0JIb30BaHNM ceTH «HTepHeT) N/ pa3MelIeHusl B Y4eOHbIX
Ka0MHeTax, B KOTOPBIX OCYLIECTBJIACTCSH J0CTYI B ceTh «MHTEepHET»

KomnbrorepHbie BUpPyChbl

MeTobl 3a1UTHI OT BPELOHOCHBIX IIPOrPAMM:

1. Wcnonb3yit cOBpeMEHHBIC OINEpaIllMOHHBIC CHCTEMbI, HMCIOIINE CEPhE3HBI YPOBEHb 3alUThI
OT BPEOHOCHBIX ITPOTPAMM;

[locrosHHO  ycraHaBiauBail natuu  (UM@poBBIE  3alIaTKU, KOTOpPbIE  aBTOMAaTHYECKHU
YCTaHABJIMBAIOTCS C 1I€JbI0 JOPaOOTKH MPOrpaMMbl) M JApYyrue OOHOBJIEHUS CBOEH ONepalvOHHOM
cucreMbl. CkaunBail UX TOJBKO ¢ opuIMaIbHOrO caiita padpadorunka OC. Ecnu cymiecTByeT pexxum
aBTOMATHUYECKOT0 OOHOBJICHUS, BKIIOUYH €T0;

2. Pabortait Ha cBOeM KOMITBIOTEpE I10]] IIPaBaMH I0JIb30BATENs, & HE aMUHUCTPATOPA. JTO HE
MIO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTPAMM HMHCTAJUIMPOBATHCSI HAa TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

3. Ucnonb3yit aHTUBUPYCHBIC MPOTPAMMHBIC TMPOJYKTHl H3BECTHBIX IPOM3BOJMTENCH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

4. Orpanunyb GU3NUECKHUIA JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIHIL;

5. Ucnone3yii BHEUIHWE HOCUTENH HH(OpMALUH, Takue Kak (QIielika, AUCK WM (aiia u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

6. He oTkpbiBaii KOMIBIOTEpHBIC (ailiibl, MOJYYCHHbIC U3 HEHAJCKHBIX UCTOUHHMKOB. Jlaxe Te
(ailnpl, KOTOpPbIE MpHCIal TBOM 3HAKOMBIN. JIyuIle yTouHU y Hero, OTIPABIISII JIU OH TeOe UX.

Cern WI-FI

Cogetsl o 6e30nacHOCTH pabOTHI B 00IEAOCTYIHBIX ceTax Wi-fi:

1. He mepenasaii cBoro nuunyro uHGOpMaiuio yepe3 odmenoctynubie Wi-Fi cetn. Paboras B
HUX, XKEJIaTeIbHO HE BBOJUTH NAPOJIX JOCTYTIA, JIOTUHBI U KaKHE - TO HOMEPA,

2. Ucnonb3yii W OOHOBIISIH aHTHBHUPYCHBIC TNpOrpaMMbl W OpaHamayep. Tem cambIiM Tbl
obe3omnacuilb ce0si OT 3aKa4KH BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun dysakiuro "OO6mwmit goctyn Kk ¢aitnam u npuaTepam”.
JlanHas (QyHKUUS 3aKpbITa MO YMOJYaHHUIO, OJJHAKO HEKOTOphIE MOJIb30BATEIN aKTUBUPYIOT €€ s
y100CTBa HUCIIOIB30BaHMS B paboTe win yueoe;

4. He ucnone3yii myonmuneiid WI-FI st mepeaayun THYHBIX JaHHBIX, HAIIPUMED, IS BBIXO/1a
B COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO TIOUTY;

5. Wcnonw3yit Tonmbko 3amuniearoe coeauaenne yepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBOAM UMeHHO "https://";

6. B moounsHOM Tenedone otkiaroun Gpyukunuto "Tloakmouenne k Wi-Fi aBromarnyecku". He
JIONyCKail aBTOMAaTHYECKOTro IMOJKIIOYeHUs1 ycTpoiicTtBa K cerssM Wi-Fi Ge3 TBoero cornacwus.
3amminai CBOIO PEmyTaluio - ASPKUA €€ B YHCTOTE W 3a/aBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
JpyTHe MOJIb30BaTeNd BUAEIH, YTO Thl 3arpyxkaems? [logymail, npexxae yem uTo-To OnyOJInKOBaTh,
HamucaTh U 3arpy3uTh;

ConunanbHble ceTH

1. Ecnu Tl TOBOpHIIL C JIFOJBMH, KOTOPBIX HE 3HACIb, HE HCIOJb3yH CBOE peabHOE MUMS H
APYTYIO JUYHYIO HH(POPMALIUU: UMsI, MECTO JKUTEIbCTBA, MECTO Y4eObl U MpoYee;



2. U36erait pasmemieaust ¢ororpaduit B MHTEpHETE, TAC THI M300paKECH HAa MECTHOCTH, II0
KOTOPOM MOXHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

3. Ilpu perucrpanuud B COIMAILHONW CETH HEOOXOJMMO HCIOIb30BaTh CJIOXKHBIC MApOJIH,
cocrosimue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHEE §;

4. JIns conuanbHOM CETH, MOYThI U JPYTHX CAHTOB HEOOXOAMMO HCIIOJIb30BATh PA3HbIC MAPOJIH.
Torna eciu Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOTyYaT JTOCTYI TOJBKO K OJHOMY MECTY, & HE BO
BCE Cpazy.

JIEKTPOHHASA MOYTA

DNeKTpOHHasl MOYTa - 3TO TEXHOJIOTHS W MPEAOCTaBIsIeMble €10 YCIYTH IO MEepechbUIKe U
MOJTyYCHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PAacHpeAesoTCsl B KOMIbIOTEpHOH cetn. OOBIMHO
AJIEKTPOHHBIN MOYTOBBIH SIIUK BBIIAIUT CIEAYIOIUM 00pa3oM: UMs_TO0JIb30BATENIA(@WHUMS_JIOMEHA.

Taxke KpoMme nepeadn MPOCTOr0 TEKCTa, UMEETCS] BOZMOKHOCTh IepeiaBaTh (ailiibl.
OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ AIEKTPOHHON MTOYTOM:

1. Hamo BBIOpaTh MpaBHIBHBIA IOYTOBBIM CEpPBHC. B HHTEpHETE €CTh OrPOMHBIN BHIOOP
OecIuTaTHBIX IOYTOBBIX CEPBUCOB, OJHAKO JIydllle JOBEPATh TEM, KOTO 3HACNlb, KTO TEPBBIA B
pEUTHHTE;

2. He yka3biBaii B JMYHOM TIOYTE JIMYHYHO HWHpopMarmioo. Hampumep, sydine BbIOpaTh
"po30BbIil_Tronbnan" uinu "pok2025" Bmecto "Bacsal3";

3. Wcnonb3yil ABYX3TAlHYI0 aBTOPHM3AIMI0. DTO KOT/Ia MIOMHUMO IMapojisi HYXKHO BBOJIUTH KO,
npuckLiaeMbii o SMS;

4. BoiOepu CIIOKHBINA Taposib. i KakI0ro MOYTOBOTO SIIMKA JOHKEH ObITh CBOW HAaJIC)KHBIM,
YCTOWYUBBIN K B3JIOMY IIapOJib;

S. Ecnu ecTb BO3MOXXHOCTH HAmucaTh CaMOMYy CBOM JIMYHBIH BOMPOC, HCIONB3YH 3Ty
BO3MO>XHOCTb;

6. VMcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBbIii ISl YaCTHOM MEPENHUCKU C ajJpecaTaM,
KOTOpPBIM Thl JIOBEpSAECIIb. DTO AJIEKTPOHHBIN aJpec HE HaJ0 MCIOJIb30BaTh MPU PErUCTpalud Ha
dbopymax u caiitax;

7. He oTkpbiBaii (aiiibl U Ipyrue BIOKEHHs B MHUChbMax, AK€ €CIM OHU MPHIUIA OT TBOUX
npy3eit. Jlydie yrouyHu y HUX, OTIPABIISUIN JIU OHU Te0e 3TU (alliisl;

8. INocne oxoH4YaHUsT PaOOTHI HA TOYTOBOM CEpPBUCE IMEPEi 3aKPBITHEM BKJIAIKH C CAWTOM HE
3a0ynb HaxaTh Ha "BeiiTu".

Kubep0Oyainunr

OcHOBHBIE COBETHI 110 6OPHOE ¢ KMOEPOYIITMHIOM:

1. He 6pocaiics B 60ii. JIydmuii crmoco0: mocoBeTOBAaTLCS Kak ce0s BECTH U, €CJM HET TOTO, K
KOMY MOHO OOpaTUThCS, TO BHaYalle YCIOKOUThCA. ECIM Thl HAUHENTh OTBEYATh OCKOPOICHUSIMHU Ha
OCKOPOJIEHUS, TO TOJIBKO €111e 0OJIbIIe PA30XIKeITbh KOH(IIUKT;

2. YupasJsiii cBoel KubeppenyTainuei;

3. AHOHUMHOCTb B ceTH MHUMasi. CyIIIECTBYIOT CITOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crouT BeCTH XYJIUTaHCKUiI 00pa3 BUPTYaIbHOW Xu3HU. MHTEpHET QUKCHPYET BCEe TBOU
NEHCTBUS U COXpaHseT UX. Y JaIUTh UX OyJeT KpaiHe 3aTpyJHUTENbHO;

5. Cobnronait CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii eamHu4Hbli HeratuB. OJHOPa30Bble OCKOPOUTEIBHBIC COOOILICHHS JydIIe
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcsi Ha Ha4aJlIbHOM CcTaauH;

7. Ban arpeccopa. B mporpamMmax oOMeHa MIHOBEHHBIMH COOOLICHUSIMH, B COLIMAIBHBIX CETSX
€CTh BO3MOXHOCTb OJIOKHPOBKH OTIIPABKU COOOIEHUI C ONPEEIIEHHBIX a/IpECOB;

8. Ecnu b1 cBuaerens kubepOysinHra. TBOU JIEHCTBUS: BBICTYIHTH HMPOTHB MPECISI0BATEIS,
MOKa3aTh €My, YTO €ro JAEWCTBUS OLEHUBAIOTCS HEraTHBHO, MOJJEpP’KaTh KEPTBY, KOTOPOH HY)KHA
MICUXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.



MoOuabHbli TesedoH

CoBpemeHHble cMapT(HOHBI U IUIAHIIETH COAEpKaT B ceOe BIIOJIHE B3POCIHbIA (YyHKIHOHAT, U
Tenepb OHU MOT'YT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU KOMIIbloTepaMu. OIHAKO, CPEICTB 3alllUThI
111 TOJJOOHBIX YCTPOWCTB MOKA O4€Hb MaJlo. TecTupoBaHUE U MOKMCK YS3BUMOCTEH B HUX MPOUCXOIUT
HE TaK HHTeHCUBHO, Kak Ay [1K, To e camoe kacaeTcss 1 MOOUJIbHBIX MPUITOKEHHH.

CoBpemeHHbBIE MOOHMIIBHBIEC Opay3ephl yKe MPAaKTUYECKH JTOTHAIM HACTOJIbHbIE aHAJOTH, OJHAKO
pacipenue QyHKIMOHaJIA BJI€YET 32 COO0H OOJIBIIYIO CIOKHOCTh U MEHBILYIO 3aIUIEHHOCTb.

Jlaneko He BCE MPOU3BOJUTEIN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsi 6€30MMaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBnserca mno-HacrosieMy OeciuiaTHbIM. bynp ocTopoxeH, Beab Korjpa Ttede
npeJyIaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KakHe - TO IUIaTHBIC yciuyru; Jymaid,
npexse 4eM otnpaButbh SMS, ¢poto unu Buaeo. Thl TOUHO 3Haelb, Ije OHU OYAYT B KOHEUHOM UTOre?

Heo6x011Mo0 00HOBIISATH ONIEPALIMOHHYIO CUCTEMY TBOETO CMapT(QOHa;

Vcnonb3yilt aHTUBHPYCHBIE IPOrPaMMBbl 1151 MOOMJIBHBIX TEJIe()OHOB;

He 3arpyxail npuinoxeHuUs OT HEU3BECTHOIO MCTOYHHKA, BEIb
OHU MOTYT COJAEp>KaTh BPEAOHOCHOE IMPOTrPaMMHOE 00ECIIEUEHHUE;

[Tocre Toro Kak ThI BBIMIEIIb C CaiiTa, TI€ BBOIIII JIMYHYIO HH(POPMAITUIO, 3aiI1 B HACTPOUKH
Opaysepa u ynanu cookies;

[lepuonuyecku mpoBepsii, Kakue IUIaTHBIC YCIYyTHd aKTUBUPOBAHBI HA TBoeM Homepe; Coolmiaii
CBOW HOMep MOOMIIBHOTO Tesle(hOHA TOIBKO JIFO/IIM, KOTOPBIX ThI 3HAEIIb U KOMY JloBepsiels; Bluetooth
JOJDKEH OBITh BBIKIIFOYEH, KOT/Ia Thl UM HE Toib3yembes. He 3a0biBail mHOT/IA TPOBEPSTH ITO.

1. YcranoBu HagexHbii naposis (PIN) Ha MOOWITBHBIH TenedoH;

2. OTkIII04M COXpaHEeHUE aposis B Opaysepe;

3. He otkpsiBail (aiiiabl U Apyrue BIOKEHHS B MHChMAaX, JAKE €CIM OHM HPHUILIA OT TBOHX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.

u¢pposas penyranus

[udposas pemyTanus - 3T0 HeraTUBHAsI WM NO3UTUBHAsI HH(OpMalKs B CETH O Tebe.

Komnpomerupyromas nHpopmanus, pasMelieHHas B HHTEPHETe, MOXKET CEepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeW peanbHOM xu3HHU. "Lludpoas penmyrauusa" - 3T0 TBOW UMHIXK, KOTOPBIH
dbopmupyercst u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTENnbCTBa, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKaluMy JIUYHOM HHpOpManuu B
WuTepHere, He MOHMMasi BO3MOXKHBIX MociencTBUN. Thl 1a)ke He CMOXKeIllb JoraatbCs 0 TOM, YTO

¢dororpadus, pazmerieHHas S €T Ha3al, cTaja IPUIMHOM OTKa3a NpUHATH TeOs Ha paloTy.

KommMmenTapuu, pazmenienue TBoux gororpaduil u Apyrue JeMCTBUS MOTYT HE UCUE3HYTh JaKe
1ocje TOro, Kak Thl UX yJaiuiib. Thl HE 3Haellb, KTO COXPaHWI 3Ty MH(OpPMAIHIO, IoMana JI OHa B
MTOMCKOBBIE CUCTEMBI 1 COXPAaHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYXKarolIe

JIIOAM, KOTOPbIe HAUAYT U yBUIAT 3T0. HaliTh mH(pOpMaIKi0 MHOTO JIET CIYCTSI CMOKET JIF000H —
KakK 13 100pbIX NOOYKIEHUI, TaK U C HAMEPEHUEM MPUUUHUTD BpeA. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 11O 3AIIUTE HUPPOBON peryTaIiH:

1. Tloxymaii, mpekae YeM dYTO-TO MyOJMKOBAaTH W TepeaaBath y cebs B Oyiore wid B
COLIMAJIbHOM CETH;

2. B Hactpoiikax mpoQuiisi YCTAaHOBH OTPaHMUYCHHS Ha MPOCMOTP TBOETO MPOQHIS U €ro
COJIEP’KUMOT0, CAENIAN €ro TOJIbKO "UIsl Ipy3en";

3. He pa3memaii u He yka3bpiBali MH()OPMAIMIO, KOTOPas MOKET KOTro-IH00 OCKOPOISATh WIIH
00MXKaTh.

ABTOpCKOE IPAaBO

CoBpeMeHHbIE HIKOJBHUKHM - aKTHBHBIE MOJIb30BATENN IU(PPOBOro mpocrpaHcTBa. OpHaKo
JlaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT
COOJIIOICHUS TTPAB HA MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.



Tepmun "WHTEIUIEKTyaldbHass COOCTBEHHOCTH' OTHOCHTCS K  Pa3UYHBIM  TBOPCHHSIM
YeIIOBEYEeCKOT0 yMa, HauWHAas C HOBBIX M300pPETCHUN M 3HAKOB, 0003HAYAIOMIMX COOCTBEHHOCTh HA
MPOJAYKTHl M YCIyTW, W 3aKaH4MBas KHUramu, ororpadusmu, KMUHOUIBMAMH U MY3bIKaJbHBIMU
MIPOU3BEICHUSIMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
IUTEepaTypl U HCKyCcCTBAa. ABTOPCKHME IIpaBa BBICTYNAlOT B KadyeCTBE TapaHTHH TOTO, YTO
MHTEJUICKTYaJbHBIM/TBOPUECKUI TpPyJd aBTOpa He OyIeT HampacHbIM, JacT €My CIpaBeJIMBbIC
BO3MOXXHOCTH 3apa00TaTh Ha pPe3yJIbTaTaXx CBOEro TPy, MOJYyYUTh U3BECTHOCTh U IPU3HAHHE.

Hukro 6e3 pa3perienust aBTopa He MOKET BOCIPOU3BOAUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHSITD,
MyOIMYHO TEMOHCTPUPOBATH, MPOAABATh, UMIIOPTUPOBATH, MYCKATh B MPOKAT, MMYOJIUIHO UCTIOIHSTH,
MMOKa3bIBaTh/UCIIONHATEL B 3(upe wuaum pasmemniath B HMuHTepHere. Hcmonbs3oBanume '"muparckoro'
MPOrPaMMHOTO O0ECIEYCHHSI MOXKET MPHUBECTH K MHOTUM PHUCKaM: OT MOTEPU JAHHBIX K TBOUM
aKKayHTaMm 10 OJIOKHPOBKHM TBOETO YCTPOMCTBA, IJie YCTAHOBJIEHA HeleraibHas nporpamma. He crout
TakKe 3a0bIBaTh, YTO CYMIESCTBYIOT JIETAIbHBIC U OCCIUIATHBIC MPOTPAMMBI, KOTOPHIE MOXXHO HAaWTH B
CeTH.

HNHCTPYKIMA _
JJIAA OBYYAIOIIUXCA Ob UTHOOPMALIMOHHOMU BE3OITACHOCTH

HEJIb35

1. Bcem mozapsa cooOmiath CBOIO YacTHYH HHOpMaNuioo (HACTOSANME WM, (haMUIHIO,
TenedoH, aapec, HOMep LIKOJIbI, a Takxke (hoTorpaguu CBOM, CBOEH CEMbU U Ipy3eil);

2. OTKpbIBaTh BIOXKCHHBIC (DAIITBI AIEKTPOHHOM MTOYTHI, KOT/Ia HE 3HACIIb OTHPABUTEIIS;

3. I'pyOuTh, IPUANPATHCS, OKa3bIBATH AABJICHHE - BECTH Ce0sl HEBEXKIIMBO U arpeCCHBHO;

5. He Bctpeualics ¢ IHTepHET-3HAKOMBIMU B PEAIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JOBEPSICILb.

OCTOPOKHO

1. He Bce numiyr npasay. Yutaens o cebe HenpaBay B MHTEpHETE - cO0OIIH 00 3TOM CBOUM
POIUTENSM WU ONIEKYHAM;

2. IlpurnamarT NepenuchBaThCsl, UTPaTh, 0OOMEHUBATHCS - IPOBEPh, HET JIM TI0/IBOXA;

3. HesakonHoe konupoBaHue (aiinos B IHTepHETE - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pOCIbIM O MPOOJIEMax B CETH - OHU BCET/Ia TOMOTYT;

5. Hcnonk3yii HaCTPOWKH 030MACHOCTH M IPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU aKKAYHTHI B
COLICETAX U JPYTUX MOpTalax.

MOKHO

1. YBaxarh Apyrux moyip30BarescH;

2. Tlonw3yenibest THTEPHET-UCTOYHUKOM - JIeTIaid CChUIKY Ha HETO;

3. OTKpBIBaTh TOJBKO TE CCHUTKH, B KOTOPBIX YBEPEH;

4. OO6mmaThes 3a TMOMOIIIBIO B3POCTBIM - POJUTENH, ONEKYHBI U aIMUHUCTpAIHsI CAiTOB BCeraa
MTOMOTYT.

3amecTtutenb aupekropa no MKT P.B. Kanyrun
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